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1.

The Convention for the Protection of Human Rsghnd Fundamental Freedoms

(European Convention on Human Rights — ETS No.rs) ether Council of Europe
standards apply to the Internet and, more genetallthe information society as a whole
in the same way as they apply to offline activitidd Council of Europe member states
have undertaken to secure to everyone within foesdiction the rights and freedoms
protected by the European Convention on Human Right Fundamental Freedoms in
application of article 1 of this Convention.

2.

The protection of human rights and fundamentaledoms, participatory and
democratic processes, transparency and accoutyay#i all essential principles for,
and intrinsic to, good governance. This is validaspect of national and international
regulatory activities as well as in the contextiafal and transnational, bottom-up,
Internet-related policy-making, which may have mpact on the public interest.

The Internet enables individuals to have acdessformation and services, to
connect, and to communicate, as well as share idedsknowledge, globally. It
provides essential tools for participation and lukiation in political and other
activities of public interest.

As a consequence, the Internet can signifigarthance the exercise of most human
rights and fundamental freedoms, and, in particutae right to freedom of
expression, a right which includes freedom to hapthions without interference and
to seek, receive and impart information and idéasugh any media, and regardless
of frontiers, as well as the right to educatiore tight to assembly and association,
and the right to free elections. However, the mé¢may also be used in a way which
threatens these rights and freedoms as well asdhieto private life and secrecy of
correspondence, and affronts human dignity.

The impact of the Internet on society as a whwhs been impressive. Through
offering possibilities for autonomous entreprengucreativity, the Internet has
become a powerful engine for technological innaratand economic growth. In
addition, it provides a wide range of opportunities preserving and promoting
cultural diversity and multilingualism as well agvancing developmental goals.

People increasingly rely on the Internet faiitkeveryday activities and to ensure their
rights as citizens. They have a legitimate expextathat Internet services will be
accessible and affordable, secure, reliable an@inggThe Internet is, similarly, a
critical resource for numerous sectors of the eognand public administrations.

These expectations of society require statesatefully preserve the general public
interest in Internet-related policy making. Indeedny countries have recognised the
public service value of the Internet, whether ieitmational policies or legislation or
in the form of political declarations, includingiimternational fora.

Moreover, in a cross-border context, state® mautual expectations that other states
will make every effort to preserve and promote thigblic service value of the



Internet and to duly acknowledge their correspogdshared and reciprocal
responsibility to take reasonable measures to aaoyl adverse impact on each
other’s ability to access and benefit from this coon resource.

9. In a people-centred approach to the informatgsmtiety, human rights and
fundamental freedoms must be recognised by alebtaRers as fundamental values
when developing and applying shared principles,msorrules, decision-making
procedures and programmes which shape the evolatidruse of the Internet.

10. The nature of the Internet as a transboundatwork that is managed by very diverse
and globally-distributed entities precludes a sngentralised authority but calls for
consistency in the approaches of different actorsrder to preserve it as a global
platform for access to information, communicatiord annovation, the relationship
between local Internet-related policies, on the baed, and the global Internet, on
the other hand, should therefore be based on afsgtiding principles. These
principles should embody and uphold the basic teakthe Internet which led to its
exceptional success as we know it today. They shaldo form the basis for any
future engagement of all stakeholders in intermaidnternet-related public policy-
making.

11. In view of the above, the Committee of Ministef the Council of Europe:

— welcomes the Internet governance principles pregrely developed by
stakeholders in various policy processes and which,the purpose of this
document, are articulated in the form set out below

— declares its firm commitment to these principled anderlines that they should
be upheld by all member states in the context ofeldping national and

international Internet-related policies;

— encourages other stakeholders to embrace themeirexkrcise of their own
responsibilities.

INTERNET GOVERNANCE PRINCIPLES

1. Human rights, democracy and rule of law

Internet governance arrangements must ensure titecpon of fundamental rights and
freedoms, in accordance with international humahts law. They should also ensure
full respect for democracy and rule of law. Fundatakrights and freedoms should be
upheld in the design of new technologies, servaed applications. All stakeholders
should be aware of developments leading to the rer@maent of, as well as threats to,
fundamental rights and freedoms, and fully partitépin efforts aimed at recognising
newly-emerging rights.



2. Multi-stakeholder governance

The development and implementation of Internet guomece arrangements should
ensure, in an open, transparent and accountableneanathe full participation of
governments, the private sector, civil society #mel technical community, taking into
account their specific roles and responsibilitidhe development of international
Internet-related public policies and Internet gongice arrangements should enable full
and equal participation of all countries.

3. Responsihilities of states

States have rights, but also responsibilities, riterhet-related public policy. In the
exercise of their national sovereignty rights, egsashould refrain from any action that
would directly or indirectly harm persons or et outside of their territorial

jurisdiction. Furthermore, any national decisionagtion amounting to a restriction to
fundamental rights should comply with internatiomdlligations and, in particular, be
based on law, necessary in a democratic society,falty respect the principles of

proportionality and right of independent appeal reunded by appropriate legal
safeguards.

4. Empower ment of Internet users

Users should be fully empowered to exercise themdédmental rights and freedoms,
make informed decisions and participate in the rmfdion society, in particular in
governance mechanisms and in the development efiet-related public policy, in full
confidence and freedom.

5. Global nature of the Internet

Internet-related policies should recognise the globature of the Internet and the
objective of universal access. They should not eshg affect the global, unimpeded
flow of cross-border Internet traffic.

6. Integrity of the Internet

The Internet’s stability, robustness and resiliesiveuld be the key objectives of Internet
governance. In order to preserve the integrity angoing functioning of the Internet’s
infrastructure as well as users’ trust and reliancethe Internet, it is necessary to
promote international multi-stakeholder cooperation

7. Decentralised management

The decentralised nature of the responsibility ttoe day-to-day management of the
Internet should be preserved. The private sectouldhretain its leading role in technical
and operational matters while ensuring transparear@y accountability to the global
community for those actions which impact on publadicy.



8. Open architecture

The design principles of the Internet, that ispp&nness, interoperability and end-to-end
nature should be preserved. These principles shguide all stakeholders in their
decisions related to Internet governance. Integogernance arrangements should avoid
creating unnecessary burdens which could affegpthential for innovation in respect of
technologies and services.

9. Network neutrality

Users should have the greatest possible accestetodt-based content, applications and
services of their choice, whether or not they dfered free of charge, using suitable
devices of their choiceAny traffic management measure or privilege shdugdnon-
discriminatory, justified by overriding public inest, and must meet the requirements of
international law on the protection of freedom »pression and access to information.

10. Cultural and linguistic diversity

Preserving cultural and linguistic diversity andstEring the development of local
content, regardless of language or script, shoeldkdy objectives of Internet-related
policy, international cooperation and in the depebent of new technologies.



